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Getting Started

Requirements
Before installing HYP2003 be sure, the following requirements are fulfilled:
% The latest version of the HYP2003 drivers for macOS

Download from https://taxpro.co.in/hyp2003-drivers

< At least one available supported USB port
% HyperPKI HYP2003 USB token

Installing the HYP2003 Token Drivers

Path to the PKCS#11 library file after driver installation: /usr/local/lib/libcastle_v2.1.0.0.dylib

1. Extract the downloaded zip archive, and then locate HYP2003-India_20250213.dmg

Double-click the file to open it and view the contents inside the disk image file:

o o ) HYP2003-India-20230411

arr HELL
HYP2003- license_en.rtf ReadMe_en.rtf uninstall.sh
India-20230411.pkg

< HYP2003-India_20250213.pkg: Installs HYP2003 middleware, HyperPKIMgr.app,
HYPSmartToken.app

% License Agreement

< ReadMe.rtf: Readme document

< uninstall.sh: Uninstalls Castle Mac
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2. Executing the Package file by Open with Installer and Select Open or Double Click on it.

AYPZUUS-INdIa-4U4304 11

HYP2003- license_en.rtf ReadMe_en.rtf uninstall.sh
India-20230411.pkg

Open
Open With b3l [ Installer.app (default)

Get Info App Store...
Compress “HYP2003-India-20230411.pkg" Other...
Make Alias

Quick Look

Copy
Share >

© ® e
Quick Actions >

3. Click Continue and you will be guided through the steps necessary to install this software
4. Click Agree to begin the installation.

& Install HYP2003-India &)

Software Licence Agreement

<O

_ English
Introduction

Read Me EnterSafe
g SOFTWARE DEVELOPER'S AGREEMENT

® Lic
| To continue installing the software you must agree to the terms of the S
software license agreement. ater
Ins , and
Click Agree to continue or click Disagree to cancel the installation and quit A BY
| the Installer. STALL,
Su FUND,
Read License Disagree Agree RZRY
A _pies of
5. Click Install, then enter your user name and password if prompted and click Install
Software.

- Installer is trying to install new software.

| —
i ,.._| Enter your password to allow this.
{g

User Name: || |

Password:

Cancel Install Software
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6. Click Close and restart the system to complete the installation.

The installation was completed successfully.

Introduction

Read Me

Licence
Destination Select

Installation Type

The installation was successful.

The software was installed.

Installation

® Summary

Close
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Add HYPSmartToken in startup

For macOS Ventura and later

1. Click the Apple menu in the top-left corner of your screen.
2. Select System Settings.

@ Finder File Edit View Go Window

3. Click General in the sidebar, then select Login Items.
4. Under the "Open at Login" list, click the plus (+) button.

| NON ) < > Login Items & Extensions

Q Search Open at Login

Iltem Kind
Apple Account

Wi-Fi

Bluetooth
+ R
Network
@ 2GR Allow in the Background

Accessibility
Adobe Acrobat Reader DC

@ Appearance 3 items: 2 items affect all users

'3 Apple Intelligence & Siri
FEITIAN Technologies Co.,Ltd.
a Control Center A e

Hypersecu Information Systems Inc 7

These items will open automatically when you log in.

Applications add background items to perform tasks when the application isn't
@ General open, such as checking for software updates or syncing data. Turning off a
background item may prevent these tasks from being completed.

©

«©
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5. In the Finder window that appears, navigate to your Applications folder, select the app
HYPSmartToken to add, and click Open.

Login Items & Extensions

Q Open at Login
Item Kind
m~ &8~ 2 Applications @ Q
@ Recents
4 Applications &3 Developer
(=) Desktop @ Dictionary
(% Documents & FaceTime
. 9 Find My
Downloads
& @ Font Book
& Freeform
) iCloud Drive @ GerageBand
- - @ Google Chrome
@ erP...
e @ Home
@ Network & HyperPKIMgr
@ HYPSmartToken
@ Image Capture HYPSmartToken
Application - 495 KB
B Image Playground ppicat
# IMovie Information
M A i Created Thursday, 1 June 2023 at 12:36 PM
New Folder Cancel m

For macOS Monterey and earlier
For older macOS versions (macOS Monterey and earlier), the process is slightly different.

Click the Apple menu and select System Preferences.
Click Users & Groups.

Select your user account and then click the Login Items tab.
Click the plus (+) button below the list and select the application HYPSmartToken to add.

D WNBR
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Logging In

1. Open HyperPKIMgr from applications and connect the HYP2003 token.
2. If connected correctly, the HYP2003 token will appear on the Slot list.

Hypersecu PKI Manager(User)

5

2@

1.0.23.41

{2 ES SLOT 1 [HYP2003]

Slots Information:

Description

Card Status

Manufacturer

ESSLOT1 Token is inserted and ready to use |Hypersecu

3. Select the HYP2003 you inserted, and then click Login.
4. Enter the user PIN and click OK.

EnterSafe PKI Manager(User)

% slot list
v 2

Data management

. Ready

Hypersecu Information Systems Inc

Slot detailed information:

Field

Description
Manufacturer
Flags

Hardware Version

Firmware Yarsinn

Token detailed information:

Field [ ]
Token Name
Manufacturer
Maodel

Please input user PIN:

Type

ESSLOT1

EnterSafe

[0x00000007] CKF_TOKEN_PRESENT | CKF
1.00

100

Token Login

Serial number ‘000l-10-|

Flags
Max session num|

KF_LOGIN_REC
Cancel

Max RfW session n\umner
Max PIN Length

Min PIN Length

Public space

Free public space
Hardware Version

User Purview:

il
255
8
63488
38912
1.00

Change User PIN Change Token Name
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Digital Signing
Loading the PKCS#11 Module in Acrobat Reader DC for Digital
Signing

1. Open Preferences: Launch Adobe Reader, then open the Preferences dialog box by going to Adobe Reader

> Preferences (or by pressing & + ).

Acrobat File Edit View Sign Window Help

® ©  About Adobe Acrobat Reader
Hor About Adobe Plug-Ins...
Preferences...
R¢  Accessibility >
o Accessibility Setup Assistant... mmended
Services >
)mment
Fi Hide Adobe Acrobat Reader ments with stick
4 Hide Others Jhlights, and moi
(4
St

Quit Adobe Acrobat Reader

2. Navigate to Security (Enhanced): In the left-hand navigation Enable Protected Mode at
startup (Preview).
3. Uncheck the checkbox and select Yes.

Categories: Sandbox Protections

Adobe Online Services Enable Protected Mode at startup (Preview)

Email Accounts

Forms
Identity }Q
Internet
JavaScript Disabling Protected Mode
( Language requires manual restart of the

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia & 3D
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager

Hypersecu Information Systems Inc

application.

rity settings, use Privileged Locations to
i those security setting restrictions.
vhile granting trust to items in your

Are you sure you want
to continue?

No Yes cation

Add File Add Folder Path Add Host

What is Enhanced Security? ~ What are Privileged Locations?

Cancel OK

10
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4. Quit the Adobe Reader and open again. Again Launch Adobe Reader, then open the Preferences dialog box

by going to Adobe Reader > Preferences (by pressing & + ).

5. Navigate to Signatures: In the left-hand navigation pane, select Signatures.
6. Access Digital IDs: Under the Identities & Trusted Certificates section, click the More.button.

Preferences

Categories:
Digital Signatures

Adobe Online Services Creation & Appearance

Email Accounts

E + Control options for signature creation More...
orms R
- Set the appearance of signatures within a document

Identity
Internet Verification
JavaScript

+ Control how and when signatures are verified More...
Language

Measuring (2D)
Identities & Trusted Certificates

Measuring (3D)

Measuring (Geo) + Create and manage identities for signing More...

o + Manage credentials used to trust documents

Multimedia (legacy)

Multimedia & 3D 5 a
Document Timestamping

Multimedia Trust (legacy)

Reading - Configure timestamp server settings More...

Reviewing
Search
Security

Security (Enhanced)

cancel | (CISND

7. Manage PKCS#11 Modules: Select the PKCS#11 Modules and Tokens option from the list.
8. Link the module: Click the Attach Module button.

‘7B \Digeal s Attach Module ~ Detach Module &% Refresh
Roaming ID Accounts  Module Man... ~  Library Path
Digital ID Files
Keychain Digital IDs
PKCS#11 Modules a
Trusted Certificates

Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to
new cryptographic devices

Close

Hypersecu Information Systems Inc 11 HSTE-NB0066-IND-RV 1.0
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9. Enter the module path: In the pop-up window, copy and paste the path below and
click on OK.
/usr/local/lib/libcastle_v2.1.0.0.dylib

1 2y [ ————— W
v Digital IDs Attach Module|  Detach Module e Refresh
Roaming ID Accounts Module Man... ~ Library Path
Digital ID Files Locate a PKCS#11 Module

Kepehaln Dioftaliee Library Path | fusr/localflib/libcastle_v2.1.0.0.dylid

PKCS#11 Modules a cancel (D

Trusted Certificates

Manage PKCS#11 Modules

This is a list of loaded PKCS#11 modules. You can load additional modules to gain access to
new cryptographic devices

Close

10.Expand the PKCS#11 Modules and Tokens menu. Select the token, then click Login If
the Login button is not highlighted, click Refresh (Make sure token is connected into
the USB port correctly)

[ ] Digital ID and Trusted Certificate Settings
~  DigitaliDs Change Password  Login > Refresh
Roaming ID Accounts Token Label ~ Status
Digital ID Files ePass2003 Logged out

Keychain Digital IDs
[ PKCS#11 Modules and Tokens
Feitian PKCS#11 Library.

Trusted Certificates

Enter the user PIN and click OK.

Hypersecu Information Systems Inc 12 HSTE-NB0066-IND-RV 1.0
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D|g|taIIy Signing a PDF in Acrobat Reader DC
Open the PDF: Launch Adobe Acrobat Reader DC and open the PDF document you wish to
sign.
2. Access Tools Menu: Go to the top-left menu and click All Tools.
3. Select Certificates: In the Tools panel, find and click More under the All Tools column, then
select Use a certificate.

‘ Acrobat File Edit View Window Help

®  ©® & Y% TestPDFapdf X |+ C

Alltools  Edit  Convert  E-Sign

All tools X
1] Convert to PDF u
& Add a stamp @4
E% Use a certificate =4
Use print production G‘
& Measure objects 'A"
[£3) Compare files Q“

4. Click on Digitally Sign

" Acrobat File Edit View Window Help

®  ©® & Y TestPDFapdf X 4+ ¢

Alltools  Edit  Convert  E-Sign

{ Use a certificate X u
Q)

E% Digitally sign

[_a) Timestamp &,
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5.

Draw Signature Rectangle: The cursor will change to a crosshair; click and drag to draw a
rectangle where you want your signature to appear.

Select Digital ID: In the dialog box that appears, select the appropriate digital ID (your
certificate) from the list and click on Continue.

Confirm and Save: Click the button to confirm and sign the document. The program will
prompt you to save the certified document. Enter the token user Pin on prompt.

If Adobe helper prompts for PIN, then make sure the token user pin has only 8 characters
long. In this case if the token password is more than 8 characters long then change this with 8
characters. Open the HyperPKIMgr form Finder = Applications and change the User PIN.

(Remember the New PIN because the User Pin is not recoverable in case of lost).

e
7v}°

Adobe Acrobat Helper

Adobe Acrobat Helper is trying to
sign data.

Enter PIN to allow this.

Cancel

If not showing certificate for selection and showing “Configure New Digital ID” then click on
Configure New Digital ID = click on continue = Select Manage Digital ID. = Select token from

PKCS#11 Modules and Tokens = click on the Login button. Enter token User Pin and click on

OK and close the dialog box and retry to sign the PDF document. If showing already Login then

logout and login again.
G =Y

v Digital IDs Change Password | Login L c Refresh

Roaming ID Accounts Token Label Status

Digital ID Files HYP2003 Logged out

Keychain Digital IDs

v PKCS#11 Modules and Tokens
v Feitian PKCS#11 Library.
HYP2003 Token Label: HYP2003
Trusted Certificates
Password:
Cancel m

Close
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Loading the PKCS#11 Module in Mozilla Firefox

1.

Start Firefox and open the main menu by clicking the "Menu" button (the three horizontal
lines).

Navigate to Settings: Choose Options (or Preferences) from the menu, then select Privacy &
Security.

Locate Security Devices: Scroll down the page to the Certificates section and click on Security
Devices....

Load the Module: In the Security Device Manager, click the Load button.

Provide a Module Name: HYP2003 In the "Load PKCS#11 Device" dialog

In the Module filename field, copy and paste the file path below:
/usr/local/lib/libcastle_v2.1.0.0.dylib

Click OK to finish loading.
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